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Tuesday, Oct. 27

10:00 a.m. What’s Next for IT?
 Joel Lego, Austin Lenz, Wipfl i LLP, Eau Claire

With a great experience of a sudden work from home situation, 
now what is next from an IT perspective? What do you tell your 
board of directors, how do you open up your infrastructure while 
keeping them closed to attackers, and how can you retain the 
positive elements of technology implementations that resulted 
from COVID-19. 

Thursday, Oct. 29
10:00 a.m. Real Time Payments: What Does This Mean for My Bank
 Todd Koehn, Bankers Bank

Businesses and Consumers are looking for ways to improve 
the speed of how they get paid or pay, learn how Real Time 
Payments can attract, grow and retain customers; gain a better 
understanding of what a Funding Agent is and how using a 
Funding Agent is part of an effective RTP strategy.   

Friday, Oct. 30
10:00 a.m. Cyber-Insurance: You’re Not as Insured as You Think
 John Lande, Dickinson Law, Des Moines

Fraudsters are targeting organizations of all kinds and sizes with 
the goal of stealing money and confi dential information. In many 
cases, an organization’s only recourse is to seek reimburse-
ment from its insurance company. However, many insureds are 
surprised to learn their “cyber-insurance” covers less than they 
thought, or provides no coverage at all. 
This presentation will discuss current cyber-insurance issues 
through the lens of real case studies including common policy 
disputes, types of coverage, coverage limitations, what to 
expect when fi ling a claim, and denial of coverage.

Tuesday, Nov. 3
10:00 a.m. How to Get Great Results on Your Next IT Audit
 Bob Hickok, Eide Bailly  

Getting great results on your next IT audit or exam is important. 
Having confi dence in your technology management is equally 
critical—and the two are directly related. This session will look 
at technology management best practices, as well as technol-
ogy best practices specifi c to the banking industry, to help you 
manage the critical areas of your institution’s technology and 
cybersecurity. 
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Aureon - www.aureon.com
Aureon is a business solutions provider committed to developing cus-
tom solutions for businesses of any size. Connectivity is the hallmark 
of our vision and is woven into the network of services we provide. 
From technology to consulting to contact center operations, our 
experts offer trusted and reliable solutions to our clients.

Data Business Equipment 
www.databusinessequipment.com
Data Business Equipment has been helping integrate technology 
into banks throughout the Midwest since 1968. DBE partners with 
the best-in-class hardware and software providers in the fi nancial 
industry. Together with NCR and Glory, we’re bringing transforming 
solutions to the banking market. DBE offers our customers products 
that improve their position in the marketplace by increasing effi cien-
cy and providing a competitive edge with forward thinking products. 
DBE is your partner for branch technology.

FISERV - www.fi serv.com
Financial Services @ the Speed of Life

Graduate School of Banking - Madison 
www.gsb.org
Graduate School of Banking offers a variety of schools and online 
executive education for bankers, including schools and programming 
for technology professionals

LightEdge - www.lightedge.com
Compliant, Cloud and Colocation Services

ProCircular - www.procircular.com
Cybersecurity Services - Incident Response and Forensics, Penetra-
tions Testing, Compliance, Risk Assessments, Employee Awareness 
Training, VCISO, SIEM

RSM - www.rsmus.com
RSM works with more than 2,500 fi nancial institution clients to un-
derstand their overall business strategies and organizational goals, 
then design technology solutions that fi t. Our technology practice 
has been in existence for 30+ years and has 1,300 consultants with 
experience in IT advisory, digital transformation, core system selec-
tion and managed services. Our managed services solution, FITaaS 
(Financial Institution Technology as a service) is tailored to meet the 
unique requirements demanded by fi nancial institutions. 

Safe Systems  - www.safesystems.com
Safe Systems is an award-winning IT service provider proudly serv-
ing community banks. They believe your fi nancial institution should 
be able to leverage the best technology to serve your community. By 
combining their knowledge of regulatory compliance, a proactive ap-
proach to security, and a passion for technology, they strive to bring 
you great value and peace of mind.

SBS CyberSecurity  - www.sbscyber.com
SBS CyberSecurity, LLC (SBS) is a premier cybersecurity consult-
ing and audit fi rm. Since 2004, SBS has been dedicated to assisting 
organizations with the implementation of valuable risk management 
programs and to mitigating cybersecurity risks. SBS delivers unique, 
turnkey solutions tailored to each client’s needs, including risk man-
agement software, IT Audit and Network Security Testing.

SHAZAM - www.shazam.net
SHAZAM’s the only nationwide independent, member-owned debit 
network, processor and core provider supporting community banks. 
We ensure our clients have the products and services they demand 
and expect in a cost-effective way. Founded in 1976 and headquar-
tered in Iowa, we’re a leader in payments and fi nancial technology, 
with a simple mission: Strengthening community fi nancial institutions.

TurnKey Financial Equipment - www.tksecurity.biz
We have been servicing and selling the very best brands in banking 
equipment since 2005. We service all major brands of equipment still 
in use today! Brands we sell include Bavis Drive-Thru, Bridgeman 
Security Equipment, Digital Monitoring Products, Fortis Security 
Products, Magner, Nautilus Hyosung, Vault Structures, Inc., Verint 
and more. 

Vantage Point - www.vantagepnt.com
Vantage Point Solutions, Inc. is a leading security and consulting 
company serving the fi nancial industry. We are focused on customer 
service and driven by a passion for advanced technology. Vantage 
Point offers a comprehensive line of customer-focused, technol-
ogy-driven solutions from regulatory compliance assistance and 
cybersecurity testing to technology planning and equipment imple-
mentation. 

Zix - zix.com
Zix is a leader in email security and compliance, addressing inbound 
and outbound risks. Trusted by the nation’s most infl uential institu-
tions in healthcare, fi nance and government, Zix delivers a superior 
experience and easy-to-use solutions for email encryption and data 
loss prevention, advanced threat protection, unifi ed archiving, and 
bring your own device (BYOD) security.
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YOUR PARTNER FOR BRANCH TECHNOLOGY

ATM  |  Interactive Teller  |  Currency Recyclers  |  Self-Service Coin  |  Coin Sorters 
Coin Wrappers  |  Check Imaging  |  Check Scanners  |  Currency Counters  |  Folders 
Currency Discriminators  |  Teller Software and Equipment  |  Service and Support

DATA BUSINESS EQUIPMENT,  INC.



Financial Services

Natalie Reed 
BANKING DIVISION MANAGER

Kelly Pfeifer
CUSTOMER RELATIONS MANAGER

605-770-5065
Kelly.Pfeifer@vantagepnt.com

605-359-2374
Natalie.Reed@vantagepnt.com

Each year your financial institution faces ever-increasing 

compliance, technology and security challenges. Our industry 

experts offer comprehensive services and solutions to help you 

face those challenges. Our team stays up to date on recent 

regulatory changes, significant and emerging IT and security 

risks, and state-of-the-art technology solutions. At VPS we are 

focused on customer service, delivering a customized approach 

to meet your specific needs.

REGULATORY COMPLIANCE
ENTERPRISE RISK MANAGEMENT
INDEPENDENT CREDIT REVIEW
AUDIT
CYBERSECURITY
NETWORK MONITORING
SERVER VIRTUALIZATION
DATA NETWORKING



RSM’s managed IT services 
solutions are tailored to the unique 
requirements of financial institutions. 
Our Financial Institution Technology 
as a Service platform (FITaaS) 
provides a comprehensive 
outsourced solution for a set 
monthly fee, customized to your 
bank’s IT needs and delivering the 
necessary agility your bank demands.

rsmus.com/MITS

RSM US LLP is the U.S. member firm of RSM International, a global network of independent audit, tax and consulting firms. Visit rsmus.com /aboutus for more information regarding RSM US  LLP and RSM International.  

We understand 
your technology 
challenges.
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Penetration Testing • Incident Response 

Vulnerability Assessment •  Risk Assessments 

Security Program Implementation • SIEM

Employee Security Awareness Training • Virtual CISO

Compliance & Regulatory Assistance

844-95-SECUR  •  www.procircular.com

ProCircular is about 
relationships and trust. 

We provide practical 
expertise and guidance to 
help organizations manage 
risk and continually address 
the latest cyber threats.



David Edwards | david.edwards@sbscyber.com | 913-225-6382

CONSULTING  |  NETWORK SECURITY  |  IT  AUDIT  |  EDUCATION



Educating Professionals, Creating Leaders  800-755-6440   |   gsb.org

GRADUATE SCHOOL OF BANKING

August 1-13, 2021  —enrollment is 
now open and space is strictly limited. 
This 25-month leadership development 
program provides the tools you need to be 
successful in your banking career. At GSB, 
you’ll develop the critical thinking skills 
and leadership talents to manage change 
and motivate people by drawing on a clear 
understanding of all areas of financial services 
management. Plus, you’ll earn a Certificate 
of Executive Leadership from the Wisconsin 
School of Business in addition to  
a GSB diploma.

BANK TECHNOLOGY  
MANAGEMENT SCHOOL  

Created especially for financial services IT 
professionals, this popular and respected 
program explores critical banking and 
technology issues. Gain an in-depth 
understanding of bank profitability, 
technology management, security and more. 

BANK TECHNOLOGY  
SECURITY SCHOOL 

Especially for IT security officers, this program 
will broaden your understanding of the 
business of banking along with an in depth, 
interactive and hands-on study of the latest IT 
security techniques and strategies.

HUMAN  RESOURCE  
MANAGEMENT SCHOOL

Designed for financial services HR 
professionals to help tie together important 
banking and HR issues, this school will expand 
your knowledge of the business of banking, 
human resource management and employee 
performance. 

FINANCIAL MANAGERS SCHOOL 

This school goes beyond the basics to 
present best practices and solutions to today’s 
most critical financial management decisions. 
Designed by experienced CFOs for financial 
institution finance managers to provide the 
tools you need to build a solid foundation in 
asset/liability management.

SALES AND MARKETING SCHOOL 

High-energy school that’s ideal for sales and 
marketing teams to attend together with 
multi-student rebates. Includes valuable 
content on the business of banking, too.   

DIGITAL BANKING SCHOOL

The first school of its kind – to help 
community banks grow in the digital banking 
space, with a focus on on innovation, digital 
product mix, customer engagement, 
technology, vendor partnerships and more. 

FIND DETAILS  
AND ENROLL AT  

GSB.ORG  

2021 
GSB SCHOOLS
BUDGET NOW!

Sponsored by:



AUREON.COM

As a trusted business and technology solutions provider to nearly 100 
financial institutions throughout the Midwest, our experts know about 
the challenges that plague your organization. Aureon provides solutions 
tailored to your specific needs so you can run your organization stress-free. 
And you can take that to the bank.

ONE CLICK.

$18,400,000
THE AVERAGE ANNUAL COST OF 

CYBERCRIME IN THE FINANCIAL INDUSTRY.
Ninth Annual Cost of Cybercrime Study. Accenture. Ponemon Institute. 2019.

Download Our FREE 
CYBERSECURITY E-BOOK

That’s all it takes to accidentally 
put your institution and customers 

at risk of a cyber-attack. 

http://www.aureon.com
http://AUREON.COM
http://www.aureon.com
https://info.aureon.com/aureon-financial-cybersecurity-e-book
https://info.aureon.com/aureon-financial-cybersecurity-e-book


Need to stay 
productive, 
secure, and 
compliant?

The Zix Secure Cloud contains everything your 
organization needs to communicate freely, work 
from anywhere, and grow continuously. Zix offers a 
complete solution for cyber risk. It’s one integrated 
cloud platform with comprehensive email security, 
data loss prevention, email encryption, business 
communications archiving (email, messaging, 
new media), and Microso� 365. Plus, it’s all backed 
by Zix’s Phenomenal Care and 24/7 support.

Learn more at www.zix.com.

O U R  S O LU T I O N :

Be More Productive, Secure, and Compliant

Zix Secure Cloud 



EXPERTISE.

SHAZAM Secure® provides a 
portfolio of information security 
analysis and risk mitigation services 
so you can pick and choose what’s 
right for your institution.

Our team specializes in risk, 
regulatory, ACH and IT exams; 
cybersecurity and technical 
security; crisis management and 
social engineering.

6700 Pioneer Pkwy / Johnston, IA 50131

855-314-1212 / shazam.net

GUIDANCE.

VALUE.

ADVANCE WITH THE  
RIGHT PARTNER.

/
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TOP 10 REASONS TO MOVE 
DISASTER RECOVERY TO 
THE CLOUD
In the event of a natural disaster or other disruption, all financial institutions, 
regardless of size or location, will need to have a thorough disaster recovery 
(DR) plan, as well as a solid site recovery environment to facilitate a quick return 
to normal business operations. 

Cloud disaster recovery solutions are growing in popularity. To determine 
if moving DR to the Cloud is right for your institution, you must align your 
corporate strategy with the costs and benefits of a cloud-based approach. Here 
are the top 10 reasons to move disaster recovery to the Cloud.

1. Eliminates redundant hardware

2. Saves time purchasing or managing hardware and software during 
refresh cycles

3. Reduces facilities costs by storing data in the cloud

4. Lessens the need for dedicated connectivity, since replication can be 
sent over the internet with a simple virtual private network (VPN)

5. Significantly speeds up the disaster recovery process (in testing 
scenarios, the Cloud can decrease recovery time by 60 percent)

6. Adds flexibility by turning on or off resources instantly, eliminating long-
term commitments

7. Provides elasticity by adjusting capacity as your workloads fluctuate

8. Offers choices on where you want your data to reside by using 
“geographical zone” options

9. Provides instant access to additional technical resources to handle 
maintenance and security 

10. Ease of connecting remote workers without making routing changes to 
the network

https://www.safesystems.com
https://resources.safesystems.com/disaster-recovery
https://www.safesystems.com/blog/2018/11/5-ways-cloud-based-solutions-improve-disaster-recovery-for-banks-and-credit-unions/


Cyber-Insurance: 
You’re Not as 
Insured as You 
Think 
John E. Lande, CIPP/US, Shareholder, 
Dickinson, Mackaman, Tyler & Hagen, P.C.



 Coverage for hacking: 
computer fraud coverage 
will likely cover hacking 

 Social engineering: 
disputes between insureds 
and carriers over 
coverage

Two Different Issues



 Computer fraud provisions in policies 

 “We will pay for loss of, and loss from damage to, 
money, securities and other property resulting directly 
from the use of any computer to fraudulently cause a 
transfer of that property from inside the premises or 
banking premises . . . ”

Coverage for Hacking



 Issue: Whether voluntary employee 
conduct breaks the chain of 
causation between computer 
fraud and the actual fraud loss 

 No standard policy language yet

 Case by case review 

Coverage for Social Engineering



 PSG: wealth management 
company 

 9:10 am: controller received 
fraudster email

 10:15 am: “lawyer” called 
controller 

 “Lawyer” claimed director 
authorized wire transfer

PSG v. Ironshore Indemnity (N.D. Ga. 2016)



 “Lawyer” emailed wire instructions
 Controller forwarded email to bank
 Bank required online submission 
 Controller prepares wire via online 

system
 Fraud prevention unit at the bank 

contacts controller 
 Controller calls “lawyer” to confirm 

authority
 Bank released $1.7 million 

PSG v. Ironshore Indemnity (N.D. Ga. 2016)



 Coverage for: “Loss resulting directly 
from a ‘fraudulent instruction’ 
directing a ‘financial institution’ to 
debit your ‘transfer account’ and 
transfer, pay or deliver ‘money’ or 
‘securities’ from that account.”

 Issue: Fraudsters “direct” cause?
 “[T]he Court must construe the policy 

in the light most favorable to Plaintiff 
and provide coverage.”

Insurance Claim



 Medidata executives informed 
accounting department that there 
would be M & A activity on short 
notice

 Medidata routinely did business via 
email

 Accounting department received a 
series of emails claiming to be from a 
Medidata executive

 “Executive” told employees that a 
lawyer would be contacting them 
with wire instructions

Medidata v. Federal Insurance (2d Cir. 2018) 



 “Attorney” called accounting 
department and asked for a wire 
transfer 

 Employee informed “attorney” that 
authorization would need to come from 
particular executives 

 Fraudsters sent email on behalf of 
authorized signatories confirming wire 

 Employees authorized the wire 
 Wired $4.7 million to China 
 Second request for $4.8 million caused 

suspicion 

Medidata v. Federal Insurance



 Fraudsters inserted code into 
email that caused Medidata’s
system to populate the 
executive’s email address 
and photo

 District court ruled that falls 
within computer fraud 
coverage

 Medidata prevails 

Medidata



 Tool & die company
 Chinese vendor 

manufactures products
 Company sends orders 

via email
 Chinese vendor emails 

back invoices 

American Tooling Center, (E.D. Mich. 2017)



 ATC’s CFO sends email to vendor 
requesting invoices to 
vendor@yifeng-mould.com

 “Vendor” sent email with real 
invoices from different domain: 
yifeng-rnould.com 

 “Vendor” provided new bank 
account information 

 $800,000 was sent to fraudster 
bank account

American Tooling Center



Medidata Am. Tooling
Employee receives email Employee receives email

Fraudsters’ code causes 
executives name and photo to 
appear

Fraudsters use “rnould.com” 
instead of “mould.com”

Made claim under computer fraud 
provision

Made claim under computer fraud 
provision

Claim covered Claim denied 



 G&G discovered computers 
encrypted

 G&G paid $35,000 in ransom 
 Submitted claim to carrier 
 G&G had computer fraud 

coverage
 Continental Western denied the 

claim 
 G&G had declined to purchase 

ransomware coverage 

G&G Oil Co. of Indiana v. Continental Western



 Company: social engineering & computer fraud 
coverage

 Social Engineering: $100,000; Computer Fraud: 
$1,000,000

 A/P Fraud: Fraudster infiltrated vendor & provided 
fraudulent bank account info for vendor payments

 Claim: Computer fraud applies, because fraudulent 
emails were dominant & efficient cause of loss

 Court: No computer fraud coverage; Social engineering

Mississippi Silicon Holdings v. Axis Insurance



 Bank’s computer for initiating 
wire transfers was compromised

 Hackers were able to transfer 
$940,000 from bank to accounts 
located in Poland 

 After reversing some of the 
transactions the bank lost 
$485,000

State Bank of Bellingham (8th Cir. 2016)



 Failed to implement automatic security updates;
 Clicked on spam link that downloaded multiple pieces of 

malware;
 The malware allowed hackers to obtain passwords & 

usernames;
 Bank employees left secure token in computer;
 Antivirus software detected the virus; bank employees failed 

to remove the virus;
 Computer was accessible by any employee because the 

computer was not password protected.

How did the hackers get in?



 Insurance company argued voluntary employee
conduct—lax security—was the real cause of the
unauthorized wire transfer

 Eighth Circuit: “‘[T]he efficient and proximate cause’ of
the loss in this situation was the illegal transfer of the
money and not the employees' violations of policies and
procedures. . . . [B]ased on ‘the climate of Minnesota,
water infiltration is certain when not prevented by proper
construction,’ and therefore the water damage. . . was
‘the inevitable physical loss.’ . . . Unlike the water
damage . . . an illegal wire transfer is not a “foreseeable
and natural consequence” of the bank employees'
failure to follow proper computer security policies,
procedures, and protocols.”

State Bank of Bellingham



 War Exclusions: Typically exclude from coverage acts of war, 
including invasion, insurrection, revolution, military coup, and 
terrorism 

War Exclusions



 Contact carrier 
immediately 

 Contact via insurance 
broker/agent 

 Carrier may have preferred 
vendors for forensics and 
legal, and that could affect 
coverage 

Contacting Insurance



 Coverage determination 
may take time 

 Insurance will not cover 
matters outside policy:
 Business to business disputes 
 Uncovered losses 
 Reservation of rights 
 Dispute with insurance 

carrier over coverage

Expectations



 Crime Fraud/Ransom
 Computer Fraud
 Social Engineering
 Incident Response/Event 

Management
 Business Interruption 
 Privacy Coverage 

Key Insurance Coverage



John Lande, CIPP/US
jlande@dickinsonlaw.com

515.246.4509

Questions?




