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Tuesday, Oct. 27

10:00 a.m. What’s Next for IT?
 Joel Lego, Austin Lenz, Wipfl i LLP, Eau Claire

With a great experience of a sudden work from home situation, 
now what is next from an IT perspective? What do you tell your 
board of directors, how do you open up your infrastructure while 
keeping them closed to attackers, and how can you retain the 
positive elements of technology implementations that resulted 
from COVID-19. 

Thursday, Oct. 29
10:00 a.m. Real Time Payments: What Does This Mean for My Bank
 Todd Koehn, Bankers Bank

Businesses and Consumers are looking for ways to improve 
the speed of how they get paid or pay, learn how Real Time 
Payments can attract, grow and retain customers; gain a better 
understanding of what a Funding Agent is and how using a 
Funding Agent is part of an effective RTP strategy.   

Friday, Oct. 30
10:00 a.m. Cyber-Insurance: You’re Not as Insured as You Think
 John Lande, Dickinson Law, Des Moines

Fraudsters are targeting organizations of all kinds and sizes with 
the goal of stealing money and confi dential information. In many 
cases, an organization’s only recourse is to seek reimburse-
ment from its insurance company. However, many insureds are 
surprised to learn their “cyber-insurance” covers less than they 
thought, or provides no coverage at all. 
This presentation will discuss current cyber-insurance issues 
through the lens of real case studies including common policy 
disputes, types of coverage, coverage limitations, what to 
expect when fi ling a claim, and denial of coverage.

Tuesday, Nov. 3
10:00 a.m. How to Get Great Results on Your Next IT Audit
 Bob Hickok, Eide Bailly  

Getting great results on your next IT audit or exam is important. 
Having confi dence in your technology management is equally 
critical—and the two are directly related. This session will look 
at technology management best practices, as well as technol-
ogy best practices specifi c to the banking industry, to help you 
manage the critical areas of your institution’s technology and 
cybersecurity. 
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Aureon - www.aureon.com
Aureon is a business solutions provider committed to developing cus-
tom solutions for businesses of any size. Connectivity is the hallmark 
of our vision and is woven into the network of services we provide. 
From technology to consulting to contact center operations, our 
experts offer trusted and reliable solutions to our clients.

Data Business Equipment 
www.databusinessequipment.com
Data Business Equipment has been helping integrate technology 
into banks throughout the Midwest since 1968. DBE partners with 
the best-in-class hardware and software providers in the fi nancial 
industry. Together with NCR and Glory, we’re bringing transforming 
solutions to the banking market. DBE offers our customers products 
that improve their position in the marketplace by increasing effi cien-
cy and providing a competitive edge with forward thinking products. 
DBE is your partner for branch technology.

FISERV - www.fi serv.com
Financial Services @ the Speed of Life

Graduate School of Banking - Madison 
www.gsb.org
Graduate School of Banking offers a variety of schools and online 
executive education for bankers, including schools and programming 
for technology professionals

LightEdge - www.lightedge.com
Compliant, Cloud and Colocation Services

ProCircular - www.procircular.com
Cybersecurity Services - Incident Response and Forensics, Penetra-
tions Testing, Compliance, Risk Assessments, Employee Awareness 
Training, VCISO, SIEM

RSM - www.rsmus.com
RSM works with more than 2,500 fi nancial institution clients to un-
derstand their overall business strategies and organizational goals, 
then design technology solutions that fi t. Our technology practice 
has been in existence for 30+ years and has 1,300 consultants with 
experience in IT advisory, digital transformation, core system selec-
tion and managed services. Our managed services solution, FITaaS 
(Financial Institution Technology as a service) is tailored to meet the 
unique requirements demanded by fi nancial institutions. 

Safe Systems  - www.safesystems.com
Safe Systems is an award-winning IT service provider proudly serv-
ing community banks. They believe your fi nancial institution should 
be able to leverage the best technology to serve your community. By 
combining their knowledge of regulatory compliance, a proactive ap-
proach to security, and a passion for technology, they strive to bring 
you great value and peace of mind.

SBS CyberSecurity  - www.sbscyber.com
SBS CyberSecurity, LLC (SBS) is a premier cybersecurity consult-
ing and audit fi rm. Since 2004, SBS has been dedicated to assisting 
organizations with the implementation of valuable risk management 
programs and to mitigating cybersecurity risks. SBS delivers unique, 
turnkey solutions tailored to each client’s needs, including risk man-
agement software, IT Audit and Network Security Testing.

SHAZAM - www.shazam.net
SHAZAM’s the only nationwide independent, member-owned debit 
network, processor and core provider supporting community banks. 
We ensure our clients have the products and services they demand 
and expect in a cost-effective way. Founded in 1976 and headquar-
tered in Iowa, we’re a leader in payments and fi nancial technology, 
with a simple mission: Strengthening community fi nancial institutions.

TurnKey Financial Equipment - www.tksecurity.biz
We have been servicing and selling the very best brands in banking 
equipment since 2005. We service all major brands of equipment still 
in use today! Brands we sell include Bavis Drive-Thru, Bridgeman 
Security Equipment, Digital Monitoring Products, Fortis Security 
Products, Magner, Nautilus Hyosung, Vault Structures, Inc., Verint 
and more. 

Vantage Point - www.vantagepnt.com
Vantage Point Solutions, Inc. is a leading security and consulting 
company serving the fi nancial industry. We are focused on customer 
service and driven by a passion for advanced technology. Vantage 
Point offers a comprehensive line of customer-focused, technol-
ogy-driven solutions from regulatory compliance assistance and 
cybersecurity testing to technology planning and equipment imple-
mentation. 

Zix - zix.com
Zix is a leader in email security and compliance, addressing inbound 
and outbound risks. Trusted by the nation’s most infl uential institu-
tions in healthcare, fi nance and government, Zix delivers a superior 
experience and easy-to-use solutions for email encryption and data 
loss prevention, advanced threat protection, unifi ed archiving, and 
bring your own device (BYOD) security.
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YOUR PARTNER FOR BRANCH TECHNOLOGY

ATM  |  Interactive Teller  |  Currency Recyclers  |  Self-Service Coin  |  Coin Sorters 
Coin Wrappers  |  Check Imaging  |  Check Scanners  |  Currency Counters  |  Folders 
Currency Discriminators  |  Teller Software and Equipment  |  Service and Support

DATA BUSINESS EQUIPMENT,  INC.



Financial Services

Natalie Reed 
BANKING DIVISION MANAGER

Kelly Pfeifer
CUSTOMER RELATIONS MANAGER

605-770-5065
Kelly.Pfeifer@vantagepnt.com

605-359-2374
Natalie.Reed@vantagepnt.com

Each year your financial institution faces ever-increasing 

compliance, technology and security challenges. Our industry 

experts offer comprehensive services and solutions to help you 

face those challenges. Our team stays up to date on recent 

regulatory changes, significant and emerging IT and security 

risks, and state-of-the-art technology solutions. At VPS we are 

focused on customer service, delivering a customized approach 

to meet your specific needs.

REGULATORY COMPLIANCE
ENTERPRISE RISK MANAGEMENT
INDEPENDENT CREDIT REVIEW
AUDIT
CYBERSECURITY
NETWORK MONITORING
SERVER VIRTUALIZATION
DATA NETWORKING



RSM’s managed IT services 
solutions are tailored to the unique 
requirements of financial institutions. 
Our Financial Institution Technology 
as a Service platform (FITaaS) 
provides a comprehensive 
outsourced solution for a set 
monthly fee, customized to your 
bank’s IT needs and delivering the 
necessary agility your bank demands.

rsmus.com/MITS

RSM US LLP is the U.S. member firm of RSM International, a global network of independent audit, tax and consulting firms. Visit rsmus.com /aboutus for more information regarding RSM US  LLP and RSM International.  

We understand 
your technology 
challenges.
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Penetration Testing • Incident Response 

Vulnerability Assessment •  Risk Assessments 

Security Program Implementation • SIEM

Employee Security Awareness Training • Virtual CISO

Compliance & Regulatory Assistance

844-95-SECUR  •  www.procircular.com

ProCircular is about 
relationships and trust. 

We provide practical 
expertise and guidance to 
help organizations manage 
risk and continually address 
the latest cyber threats.



David Edwards | david.edwards@sbscyber.com | 913-225-6382

CONSULTING  |  NETWORK SECURITY  |  IT  AUDIT  |  EDUCATION



Educating Professionals, Creating Leaders  800-755-6440   |   gsb.org

GRADUATE SCHOOL OF BANKING

August 1-13, 2021  —enrollment is 
now open and space is strictly limited. 
This 25-month leadership development 
program provides the tools you need to be 
successful in your banking career. At GSB, 
you’ll develop the critical thinking skills 
and leadership talents to manage change 
and motivate people by drawing on a clear 
understanding of all areas of financial services 
management. Plus, you’ll earn a Certificate 
of Executive Leadership from the Wisconsin 
School of Business in addition to  
a GSB diploma.

BANK TECHNOLOGY  
MANAGEMENT SCHOOL  

Created especially for financial services IT 
professionals, this popular and respected 
program explores critical banking and 
technology issues. Gain an in-depth 
understanding of bank profitability, 
technology management, security and more. 

BANK TECHNOLOGY  
SECURITY SCHOOL 

Especially for IT security officers, this program 
will broaden your understanding of the 
business of banking along with an in depth, 
interactive and hands-on study of the latest IT 
security techniques and strategies.

HUMAN  RESOURCE  
MANAGEMENT SCHOOL

Designed for financial services HR 
professionals to help tie together important 
banking and HR issues, this school will expand 
your knowledge of the business of banking, 
human resource management and employee 
performance. 

FINANCIAL MANAGERS SCHOOL 

This school goes beyond the basics to 
present best practices and solutions to today’s 
most critical financial management decisions. 
Designed by experienced CFOs for financial 
institution finance managers to provide the 
tools you need to build a solid foundation in 
asset/liability management.

SALES AND MARKETING SCHOOL 

High-energy school that’s ideal for sales and 
marketing teams to attend together with 
multi-student rebates. Includes valuable 
content on the business of banking, too.   

DIGITAL BANKING SCHOOL

The first school of its kind – to help 
community banks grow in the digital banking 
space, with a focus on on innovation, digital 
product mix, customer engagement, 
technology, vendor partnerships and more. 

FIND DETAILS  
AND ENROLL AT  

GSB.ORG  

2021 
GSB SCHOOLS
BUDGET NOW!

Sponsored by:



AUREON.COM

As a trusted business and technology solutions provider to nearly 100 
financial institutions throughout the Midwest, our experts know about 
the challenges that plague your organization. Aureon provides solutions 
tailored to your specific needs so you can run your organization stress-free. 
And you can take that to the bank.

ONE CLICK.

$18,400,000
THE AVERAGE ANNUAL COST OF 

CYBERCRIME IN THE FINANCIAL INDUSTRY.
Ninth Annual Cost of Cybercrime Study. Accenture. Ponemon Institute. 2019.

Download Our FREE 
CYBERSECURITY E-BOOK

That’s all it takes to accidentally 
put your institution and customers 

at risk of a cyber-attack. 

http://www.aureon.com
http://AUREON.COM
http://www.aureon.com
https://info.aureon.com/aureon-financial-cybersecurity-e-book
https://info.aureon.com/aureon-financial-cybersecurity-e-book


Need to stay 
productive, 
secure, and 
compliant?

The Zix Secure Cloud contains everything your 
organization needs to communicate freely, work 
from anywhere, and grow continuously. Zix offers a 
complete solution for cyber risk. It’s one integrated 
cloud platform with comprehensive email security, 
data loss prevention, email encryption, business 
communications archiving (email, messaging, 
new media), and Microso� 365. Plus, it’s all backed 
by Zix’s Phenomenal Care and 24/7 support.

Learn more at www.zix.com.

O U R  S O LU T I O N :

Be More Productive, Secure, and Compliant

Zix Secure Cloud 



EXPERTISE.

SHAZAM Secure® provides a 
portfolio of information security 
analysis and risk mitigation services 
so you can pick and choose what’s 
right for your institution.

Our team specializes in risk, 
regulatory, ACH and IT exams; 
cybersecurity and technical 
security; crisis management and 
social engineering.

6700 Pioneer Pkwy / Johnston, IA 50131

855-314-1212 / shazam.net

GUIDANCE.

VALUE.

ADVANCE WITH THE  
RIGHT PARTNER.

/
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TOP 10 REASONS TO MOVE 
DISASTER RECOVERY TO 
THE CLOUD
In the event of a natural disaster or other disruption, all financial institutions, 
regardless of size or location, will need to have a thorough disaster recovery 
(DR) plan, as well as a solid site recovery environment to facilitate a quick return 
to normal business operations. 

Cloud disaster recovery solutions are growing in popularity. To determine 
if moving DR to the Cloud is right for your institution, you must align your 
corporate strategy with the costs and benefits of a cloud-based approach. Here 
are the top 10 reasons to move disaster recovery to the Cloud.

1. Eliminates redundant hardware

2. Saves time purchasing or managing hardware and software during 
refresh cycles

3. Reduces facilities costs by storing data in the cloud

4. Lessens the need for dedicated connectivity, since replication can be 
sent over the internet with a simple virtual private network (VPN)

5. Significantly speeds up the disaster recovery process (in testing 
scenarios, the Cloud can decrease recovery time by 60 percent)

6. Adds flexibility by turning on or off resources instantly, eliminating long-
term commitments

7. Provides elasticity by adjusting capacity as your workloads fluctuate

8. Offers choices on where you want your data to reside by using 
“geographical zone” options

9. Provides instant access to additional technical resources to handle 
maintenance and security 

10. Ease of connecting remote workers without making routing changes to 
the network

https://www.safesystems.com
https://resources.safesystems.com/disaster-recovery
https://www.safesystems.com/blog/2018/11/5-ways-cloud-based-solutions-improve-disaster-recovery-for-banks-and-credit-unions/
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Senior Manager, Risk Advisory Services

Cybersecurity & Financial Institutions
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AGENDA FOR TODAY’S SESSION

• Overview of today’s 
information:
• Current cyber threats

• Specific questions from 
bankers

• Top findings and 
recommendations we see in IT 
audits



CURRENT CYBER 
THREAT ATTACK 
METHODS



• Many workers using their personal computers for remote access
• Remote working was entirely new for many of those
• Home computers’ security is not as robust as corporate networks’
• Most attacks still start with phishing, then vulnerabilities exploited

Attacks on Remote Workers during COVID-19

• These attacks are up 800% during the pandemic (MonsterCloud)
• Affecting larger corporations too
• Using new tactics and strategies

Ransomware

• COVID-themed phishing and social engineering attacks increased 
from none to 20k-30k per day (Microsoft)

Phishing attacks have increased



Credential Stuffing / 
Password Spraying Attacks

(A technique using automated tools and botnets to attempt 
authentication across online platforms with stolen credentials.)

FBI Alert-Sept 2020: Credential 
Stuffing Against US Financial 
Sector:

• Since 2017, nearly 50,000 accounts 
compromised; Victims include banks, 
financial services, insurance and 
investment companies.

• Credential stuffing attacks accounted 
for the greatest volume of security 
incidents against financial sector-41% 
of total incidents from 2017-2019.

• Costs affected businesses average of 
$6M per year, excluding fraud.



Ransomware and 
its changing strategies

• Using better encryption than in the past

• Exfiltrate data, then encrypt:
• Maze–adds ransoming to prevent leaking private 

data (Xerox).

• ProLock –ransom to prevent leaking private data.

• RDoS (Ransom Denial of Service):
• Claiming to be Fancy Bear, demanding payment in 

bitcoin.

• Other industries’ attacks – attacking Availability of 
systems:
• Garmin – Pilot and InReach services taken down, life-

threatening.

• Honda – forced to shut down factories in several 
countries.

• Attacks are on the rise, are more targeted, 
recovery costs increasing.



QUESTIONS FROM 
BANKERS



Cybersecurity Policy/Program – bank was asked to create one to detail the purpose 
of the Cybersecurity Assessment, identify the goals of the assessment and the frequency the 
assessment will be reviewed and delivered to management.

Each of these FFIEC documents describe important insight to the process - including 
details and benefits:

• FFIEC CAT – General Observations – directed to CEOs and Boards (20 Questions to 
consider)

• FFIEC CAT – Overview for Chief Executive Officers and Boards of Directors

Excel version of CAT facilitates reviews annually and reviews when systems, risks, 
and controls change:

• www.FSSCC.org (Financial Services Sector Coordinating Council) – August 2017 v2.1

Generally should work to achieve Baseline; do not stop there, work to increase 
maturity/preparedness.

FFIEC Cybersecurity Awareness web page has links to many good resources, advice, 
and guidance (https://www.ffiec.gov/cybersecurity.htm).

CIS Controls / CSAT to help measure a defined program (fits any industry).

Written Cybersecurity Policies/Programs often address:
• Purpose, scope, definitions, etc. 
• Privacy, data access, threats
• Vulnerability management procedures

• Data classifications
• Controls

• Data management
• Responsibilities



Vendor Management Program and addressing levels of 
vendor risk (i.e. critical, material) and identifying vendors with 
access to private information of bank’s customers in addition to 
those deemed to be mission critical. 

• Consider each provider’s criticality and level of risk:
• Critical vendors may/may not have higher risks, and 

vice-versa
• Risk relative to access/potential access to bank and 

customer info

• Don’t overlook these service providers:
• Plastics vendor 
• Checks provider
• Accounting – Directors Exam, Financial Audits, Tax prep, 

etc.
• Web-based services, such as customer credit evaluating 

services or loan documentation systems.



Purpose: Identify and Document critical / 
confidential data flow between 
information systems.  

Benefit: Identify critical business process 
activities for consideration in the overall 
business impact analysis.

Compliance: Cybersecurity Self -
Assessment IS.B.10 – “Data flow diagrams 
are in place and document information 
flow to external parties.” (Baseline control)

DATA FLOW DIAGRAMS



Formats Observed:

• Narrative – documenting data type, 
transfer frequency, and purpose.

• Network Diagram – technical 
diagrams identify the hardware but 
not necessarily the applications.

• System Diagram – visual of core 
applications and data flow.

Recommendation:

• Include all external systems, such as 
Fedline, online banking, web-based.

• Document a narrative outlining 
system, data types, frequency of 
transfer, how transferred, & risk.



DATA FLOW DIAGRAM - EXAMPLE



TOP 
RECOMMENDATIONS 
WE SEE



MANAGEMENT / GOVERNANCE
• Employee access rights not removed 

immediately when terminated.

• Employees’ domain (Windows) accounts not 
reviewed thoroughly:

• Very old passwords (10-15 yr. old passwords 
not uncommon):

• Often a problem on Admin-level accounts.

• Passwords could be weak, unencrypted.

• Admin rights on everyday login accounts.

• User accounts with Admin rights, but no need 
for it (justify all Admin accounts).

• User accounts no longer used, but not disabled.

• Testing of Incident Response has not been 
performed/annually:

• Include cybersecurity incidents, etc. in tests.



INFORMATION SECURITY
• Need to implement a vulnerability management 

program (not all vulnerabilities are patchable).

• Many devices on network running with vendors’ 
default admin passwords.

• Software in use that is end-of-life, unsupported, 
and vulnerable.

• Privileged user accounts’ activity is not 
logged/reviewed.

• NAC (network access controls) not in place –
cannot identify new or unauthorized devices, 
users, connections, etc.

• Firewalls’ rules are not reviewed – should be 
done periodically.

• Change management procedures are not 
formalized/no policy.



INFORMATION SECURITY
• Systems hardening not followed on new 

systems.  Commercial off-the-shelf O/S and 
apps generally provide functions not 
required.

• MDM (Mobile device management) not used 
or not enforced.

• Drive-sharing among workstations-users have 
access to other PCs.

• Firewall egress rules not in place or not 
effective.

• Remote access activity not logged/reported 
to bank management.

• Domain passwords stored with reversible 
encryption.

• Security events not going to bank 
management (virus/malware, IPS events, 
Windows audit events, etc.)



VENDOR AND SERVICE PROVIDER MANAGEMENT

When reviewing SOC reports, Complementary User Entity Controls 
not reviewed, not mapped, not incorporated into risk assessments.

Review of important vendors are not fully documented.

Vendor reviews do not include all recommended areas (financials, 
SOC reports, Insurance, BCP/DR, service agreements, etc.).

Vendor agreement reviews do not include all recommended areas 
(Use OCC 2013-29 guidance).

Not obtaining all the SOC reports needed from a major provider 
(get Bill Pay and Mobile services SOC reports, not just core’s).



BUSINESS 
CONTINUITY PLANNING

• Business Impact Analysis (BIA) is not 
complete:

• Missing RTO, RPO, and MAD.

• BIA does not clearly address 
priority to recover “IT” (virtual host, 
SAN/storage, 
network/routing/VLAN, etc.).

• Virtual environment & network 
servers should be test restored:

• In addition to restore tests of core 
processing system.

• Restore tests of each server should 
be performed annually.



This presentation is presented with the understanding that the information contained does not constitute legal, accounting or other professional advice. It is not intended to 
be responsive to any individual situation or concerns, as the contents of this presentation are intended for general information purposes only. Viewers are urged not to act 
upon the information contained in this presentation without first consulting competent legal, accounting or other professional advice regarding implications of a particular 
factual situation. Questions and additional information can be submitted to your Eide Bailly representative, or to the presenter of this session. 

QUESTIONS?



eidebailly.com

THANK YOU
Bob Hickok, CPA.CITP, GSEC

Senior Manager, Risk Advisory Services
Cybersecurity & Financial Institutions

515.875.7565
bhickok@eidebailly.com
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FFIEC CYBERSECURITY ASSESSMENT 
GENERAL OBSERVATIONS 

 
During the summer of 2014, Federal Financial Institutions Examination Council (FFIEC) 
members1 piloted a cybersecurity examination work program (Cybersecurity Assessment) at over 
500 community financial institutions to evaluate their preparedness to mitigate cyber risks. This 
document presents general observations from the Cybersecurity Assessment about the range of 
inherent risks and the varied risk management practices among financial institutions and suggests 
questions for chief executive officers and boards of directors to consider when assessing their 
financial institutions’ cybersecurity and preparedness. This document should not be construed as 
guidance. Related guidance appears at the end of the document. 

CYBERSECURITY INHERENT RISK 
The Cybersecurity Assessment found that the level of cybersecurity inherent risk varies 
significantly across financial institutions. It is important for management to understand the 
financial institution’s inherent risk to cybersecurity threats and vulnerabilities when assessing 
cybersecurity preparedness. Cybersecurity inherent risk is the amount of risk posed by a financial 
institution’s activities and connections, notwithstanding risk-mitigating controls in place. A 
financial institution’s cybersecurity inherent risk incorporates the type, volume, and complexity 
of operational considerations, such as 
connection types, products and services 
offered, and technologies used.  

Connection Types 
Financial institutions have numerous access 
points and use a variety of connection types, 
including  

• virtual private networks 
• wireless networks 
• telnet, File Transfer Protocol 
• local area network  that directly connects to 

other networks or to Internet service 
providers  

• bring your own device (BYOD) 

Because each connection represents a potential 
entry point for attacks, it is important for 
management to consider whether the financial 
institution needs to maintain the types and frequency of all of its connections and which 
connections may be more vulnerable. For example, a financial institution’s employees who use 
their own devices (i.e., BYOD) to connect to their organization’s network may inadvertently 
expose their financial institution to malware. 

Products and Services 
Because cyber attackers develop techniques to target specific products and services, each product 
and service may introduce specialized cybersecurity risks. For example, stolen customer or 
employee credentials can be used by cyber criminals to commit wire transfer or automated 

1 The FFIEC members are the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance 
Corporation, the Office of the Comptroller of the Currency, the Consumer Financial Protection Bureau, the National Credit 
Union Administration, and the State Liaison Committee. 

Questions to Consider 
• What types of connections does my financial 

institution have?  

• How are we managing these connections in light 
of the rapidly evolving threat and vulnerability 
landscape? 

• Do we need all of our connections? Would 
reducing the types and frequency of connections 
improve our risk management? 

• How do we evaluate evolving cyber threats and 
vulnerabilities in our risk assessment process for 
the technologies we use and the products and 
services we offer? 

• How do our connections, products and services 
offered, and technologies used collectively affect 
our financial institution’s overall inherent 
cybersecurity risk? 
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clearing house (ACH) fraud at a financial institution offering ACH origination. Understanding 
the threats and techniques attackers use for each product and service helps management to 
identify, assess, and mitigate the financial institution’s specific risks.  

Technologies Used 
Financial institutions use a vast array of technologies to support their customers and employees, 
including core systems, automated teller machines (ATM), Internet and mobile applications, and 
cloud computing. 

Each type of technology introduces complexity and potential vulnerabilities. For example, 
financial institutions offering ATMs may be vulnerable to ATM cash-out scams and financial 
institutions offering Web-facing services may be vulnerable to distributed denial-of-service 
(DDoS) attacks. 

CYBERSECURITY PREPAREDNESS 
In addition to cybersecurity inherent risk, the Cybersecurity Assessment reviewed financial 
institutions’ current practices and overall preparedness, focusing on the following: 

• Risk management and oversight  
• Threat intelligence and collaboration  
• Cybersecurity controls  
• External dependency management  
• Cyber incident management and resilience  

Risk Management and Oversight 
Risk management and oversight involves governance, 
allocation of resources, and training and awareness of 
employees.  

Many boards discuss cybersecurity with management 
when cyber attacks are widely reported or when the 
financial institution experiences an attack. Financial 
institutions generally leverage existing information 
security policies and practices to address cybersecurity 
risks. Routinely discussing cybersecurity issues in 
board and senior management meetings will help the 
financial institution set the tone from the top and build 
a security culture. Strong governance includes clearly 
defined roles and responsibilities that assign 
accountability to identify, assess, and manage 
cybersecurity risks across the financial institution.  

While most financial institutions understand the need to 
train employees on cybersecurity risk management, the outcome and benefits improve when 
training and awareness programs are kept current and are provided on a routine basis. Employees 
can be a financial institution’s first line of defense for many types of attacks, particularly social 
engineering attacks through phishing e-mails, which attempt to acquire sensitive information by 
masquerading as a trustworthy entity.  

 
  

Questions to Consider 

• What is the process for ensuring 
ongoing and routine discussions by the 
board and senior management about 
cyber threats and vulnerabilities to our 
financial institution? 

• How is accountability determined for 
managing cyber risks across our 
financial institution? Does this include 
management’s accountability for 
business decisions that may introduce 
new cyber risks?  

• What is the process for ensuring 
ongoing employee awareness and 
effective response to cyber risks? 
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Threat Intelligence and Collaboration 
Threat intelligence is the acquisition and analysis of 
information to identify, track, and predict cyber 
capabilities, intentions, and activities that offer courses 
of action to enhance decision making. Threat 
intelligence and collaboration includes gathering, 
monitoring, analyzing, and sharing information from 
multiple sources on cyber threats and vulnerabilities.  

Many financial institutions rely on media reports and 
third-party service providers to gather information on 
cyber events and vulnerabilities. Financial institution 
management is expected to monitor and maintain 
sufficient awareness of cybersecurity threats and 
vulnerabilities so they may evaluate risk and respond 
accordingly. Participating in information sharing forums (e.g., Financial Services Information 
Sharing and Analysis Center) is an important element of a financial institution’s risk management 
processes and its ability to identify, respond to, and mitigate cybersecurity threats and incidents.  

Likewise, many financial institutions share cyber threat information when prompted by law 
enforcement or regulators. Identifying points of contact for local or federal law enforcement 
improves a financial institution’s ability to respond efficiently to threats before they manifest and 
to incidents once they occur.  

Most financial institutions maintain event logs to understand an incident or cyber event after it 
occurs. Monitoring event logs for anomalies and relating that information with other sources of 
information broadens the financial institution’s ability to understand trends, react to threats, and 
improve reports to management and the board.  

Cybersecurity Controls 
Cybersecurity controls can be preventive, detective, or 
corrective. 

Most financial institutions implement preventive 
controls to impede unauthorized access to their systems. 
Preventive controls need to be reviewed and adjusted 
when financial institutions change their information 
technology (IT) environment, such as permitting 
unpatched devices to connect to their networks. 
Additionally, many financial institutions encrypt 
customer information in transit. As a preventive control, 
financial institutions may also consider classifying and 
encrypting different types of sensitive data, including 
proprietary and important technical information.  

Most financial institutions have tools in place, such as 
anti-virus and anti-malware tools, to detect previously 
identified attacks. In addition to these tools, financial 
institutions should routinely scan IT networks for vulnerabilities and anomalous activity, test 
systems for their potential exposure to cyber attacks, and remediate issues when identified.  

Most financial institutions have a process for implementing corrective controls to address 
previously identified vulnerabilities by installing patches on their primary IT system. Given the 
interconnectedness  financial institutions’ IT systems and the existence of widespread 
vulnerabilities, management can have a more complete view of their financial institutions’ risk 

Questions to Consider 
• What is the process to gather and 

analyze threat and vulnerability 
information from multiple sources? 

• How do we leverage this information 
to improve risk management 
practices? 

• What reports are provided to our board 
on cyber events and trends? 

• Who is accountable for maintaining 
relationships with law enforcement? 

Questions to Consider 
• What is the process for determining and 

implementing preventive, detective, and 
corrective controls on our financial 
institution’s network? 

• Does the process call for a review and 
update of controls when our financial 
institution changes its IT environment? 

• What is our financial institution’s 
process for classifying data and 
determining appropriate controls based 
on risk? 

• What is our process for ensuring that 
risks identified through our detective 
controls are remediated? 
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by reviewing reports on the corrective controls in place across their critical systems and those of 
their third parties. 

External Dependency Management 
External dependency management includes the 
connectivity to third-party service providers, 
business partners, customers, or others and the 
financial institutions’ expectations and practices to 
oversee these relationships. 

Many financial institutions have processes to 
manage third-party relationships and document their 
connections. Before executing a contract, it is 
important for management to consider the risks of each connection and evaluate the third party’s 
cybersecurity controls. In addition, financial institutions should understand the third parties’ 
responsibility for managing cybersecurity risk and incident response plans.  

Cyber Incident Management and Resilience 
Cyber incident management involves incident detection, response, mitigation, escalation, 
reporting, and resilience.  

Financial institutions should have procedures for 
notifying customers, regulators, and law 
enforcement when incidents affect personally 
identifiable customer information. Documenting 
the procedures used for incident detection and 
response and providing detailed metrics on cyber 
incidents will inform management and the board 
and supports the timely escalation and decision 
making in the event of cyber attacks.  

Many financial institutions have business 
continuity and disaster recovery plans and are able to call on third parties to provide mitigation 
services when incidents occur. Expanding these to incorporate cyber incident scenarios will 
improve financial institutions’ response capabilities. Additionally, testing plans across business 
functions and with third parties will help financial institutions identify and manage gaps before 
cyber attacks occur.  

SUMMARY 
Today’s financial institutions are critically dependent on IT to conduct business operations. This 
dependence, coupled with increasing sector interconnectedness and rapidly evolving cyber 
threats, reinforces the need for engagement by the board of directors and senior management, 
including understanding the institution’s cybersecurity inherent risk; routinely discussing 
cybersecurity issues in meetings; monitoring and maintaining sufficient awareness of threats and 
vulnerabilities; establishing and maintaining a dynamic control environment; managing 
connections to third parties; and developing and testing business continuity and disaster recovery 
plans that incorporate cyber incident scenarios. As a result of the Cybersecurity Assessment, 
FFIEC members are reviewing and updating current guidance to align with changing 
cybersecurity risk.  

Questions to Consider 
• How is our financial institution connecting 

to third parties and ensuring they are 
managing their cybersecurity controls?  

• What are our third parties’ responsibilities 
during a cyber attack? How are these 
outlined in incident response plans? 

Questions to Consider 

• In the event of a cyber attack, how will our 
financial institution respond internally and 
with customers, third parties, regulators, 
and law enforcement?  

• How are cyber incident scenarios 
incorporated in our financial institution’s 
business continuity and disaster recovery 
plans? Have these plans been tested? 
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ADDITIONAL RESOURCES 
For information on the Cybersecurity Assessment and other cyber-related issues, visit the FFIEC 
Web site’s Cybersecurity Awareness page at www.ffiec.gov/cybersecurity.htm. In addition, 
FFIEC guidance includes  

• FFIEC Information Technology Examination Handbook, “Information Security” 
http://ithandbook.ffiec.gov/it-booklets/information-security.aspx  

• FFIEC Information Technology Examination Handbook, “Business Continuity Planning” 
http://ithandbook.ffiec.gov/it-booklets/business-continuity-planning.aspx 

• FFIEC Information Technology Examination Handbook, “Outsourcing Technology 
Services”  
http://ithandbook.ffiec.gov/it-booklets/outsourcing-technology-services.aspx 

• FFIEC Information Technology Examination Handbook, “Management” 
http://ithandbook.ffiec.gov/it-booklets/management.aspx 

• FFIEC Information Technology Examination Handbook, “Operations” 
http://ithandbook.ffiec.gov/it-booklets/operations.aspx 

FFIEC Cybersecurity Assessment General Observations     |     5 

http://www.ffiec.gov/cybersecurity.htm
http://ithandbook.ffiec.gov/it-booklets/information-security.aspx
http://ithandbook.ffiec.gov/it-booklets/business-continuity-planning.aspx
http://ithandbook.ffiec.gov/it-booklets/outsourcing-technology-services.aspx
http://ithandbook.ffiec.gov/it-booklets/management.aspx
http://ithandbook.ffiec.gov/it-booklets/operations.aspx


FFIEC Cybersecurity Assessment Tool 

Overview for Chief Executive Officers and Boards of Directors  
In light of the increasing volume and sophistication of cyber threats, the Federal Financial 
Institutions Examination Council1 (FFIEC) developed the Cybersecurity Assessment Tool 
(Assessment), on behalf of its members, to help institutions identify their risks and determine 
their cybersecurity preparedness. The Assessment provides a repeatable and measurable process 
for institutions to measure their cybersecurity preparedness over time. The Assessment 
incorporates cybersecurity-related principles from the FFIEC Information Technology (IT) 
Examination Handbook and regulatory guidance, and concepts from other industry standards, 
including the National Institute of Standards and Technology (NIST) Cybersecurity Framework.2 

Benefits to the Institution 
For institutions using the Assessment, management will be able to enhance their oversight and 
management of the institution’s cybersecurity by doing the following:  

• Identifying factors contributing to and determining the institution’s overall cyber risk. 
• Assessing the institution’s cybersecurity preparedness. 
• Evaluating whether the institution’s cybersecurity preparedness is aligned with its risks. 
• Determining risk management practices and controls that are needed or need enhancement 

and actions to be taken to achieve the desired state. 
• Informing risk management strategies. 

CEO and Board of Directors 
The role of the chief executive officer (CEO), with management’s support, may include the 
responsibility to do the following: 

• Develop a plan to conduct the Assessment. 
• Lead employee efforts during the Assessment to facilitate timely responses from across the 

institution. 
• Set the target state of cybersecurity preparedness that best aligns to the board of directors’ 

(board) stated (or approved) risk appetite. 
• Review, approve, and support plans to address risk management and control weaknesses. 
• Analyze and present results for executive oversight, including key stakeholders and the 

board, or an appropriate board committee. 

1 The FFIEC comprises the principals of the following: The Board of Governors of the Federal Reserve System, 
Federal Deposit Insurance Corporation, National Credit Union Administration, Office of the Comptroller of the 
Currency, Consumer Financial Protection Bureau, and State Liaison Committee. 
2 A mapping is available in Appendix B: Mapping Cybersecurity Assessment Tool to the NIST Cybersecurity 
Framework. NIST reviewed and provided input on the mapping to ensure consistency with Framework principles 
and to highlight the complementary nature of the two resources. 
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• Oversee the performance of ongoing monitoring to remain nimble and agile in addressing 
evolving areas of cybersecurity risk. 

• Oversee changes to maintain or increase the desired cybersecurity preparedness. 
The role of the board, or an appropriate board committee, may include the responsibility to do 
the following: 

• Engage management in establishing the institution’s vision, risk appetite, and overall 
strategic direction. 

• Approve plans to use the Assessment. 
• Review management’s analysis of the Assessment results, inclusive of any reviews or 

opinions on the results issued by independent risk management or internal audit functions 
regarding those results. 

• Review management’s determination of whether the institution’s cybersecurity preparedness 
is aligned with its risks. 

• Review and approve plans to address any risk management or control weaknesses. 
• Review the results of management’s ongoing monitoring of the institution’s exposure to and 

preparedness for cyber threats. 

Assessment’s Parts and Process 
The Assessment consists of two parts: Inherent Risk Profile and Cybersecurity Maturity. Upon 
completion of both parts, management can evaluate whether the institution’s inherent risk and 
preparedness are aligned. 

Inherent Risk Profile  
Cybersecurity inherent risk is the level of risk posed to the institution by the following: 

• Technologies and Connection Types 
• Delivery Channels 
• Online/Mobile Products and Technology Services 
• Organizational Characteristics 
• External Threats 
Inherent risk incorporates the type, volume, and complexity of the institution’s operations and 
threats directed at the institution. Inherent risk does not include mitigating controls. The Inherent 
Risk Profile includes descriptions of activities across risk categories with definitions for the least 
to most levels of inherent risk. The profile helps management determine exposure to risk that the 
institution’s activities, services, and products individually and collectively pose to the institution. 

When each of the activities, services, and products are assessed, management can review the 
results and determine the institution’s overall inherent risk profile.  
  

Least 
Inherent Risk 

Minimal 
Inherent Risk 

Moderate 
Inherent Risk 

Significant 
Inherent Risk 

Most Inherent 
Risk 
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Cybersecurity Maturity  
The Assessment’s second part is Cybersecurity Maturity, designed to help management measure 
the institution’s level of risk and corresponding controls. The levels range from baseline to 
innovative. Cybersecurity Maturity includes 
statements to determine whether an institution’s 
behaviors, practices, and processes can support 
cybersecurity preparedness within the following 
five domains: 

• Cyber Risk Management and Oversight  
• Threat Intelligence and Collaboration 
• Cybersecurity Controls 
• External Dependency Management 
• Cyber Incident Management and Resilience 
The domains include assessment factors and 
contributing components. Within each 
component, declarative statements describe 
activities supporting the assessment factor at each 
maturity level. Management determines which declarative statements best fit the current 
practices of the institution. All declarative statements in each maturity level, and previous 
levels, must be attained and sustained to achieve that domain’s maturity level. While 
management can determine the institution’s maturity level in each domain, the Assessment is not 
designed to identify an overall cybersecurity maturity level. The figure below provides the five 
domains and assessment factors. 

 

Domain 1: Cyber 
Risk Management 

& Oversight 

Governance 

Risk 
Management 

Resources 

Training and 
Culture 

Domain 2: Threat 
Intelligence & 
Collaboration 

Threat 
Intelligence 

Monitoring and 
Analyzing 

Information 
Sharing 

Domain 3: 
Cybersecurity 

Controls 

Preventative 
Controls 

Detective 
Controls 

Corrective 
Controls 

Domain 4: 
External 

Dependency 
Management 

Connections 

Relationship  
Management  

Domain 5: Cyber 
Incident Management 

and Resilience 

Incident 
Resilience 

Planning and 
Strategy 

Detection, 
Response, and 

Mitigation 

Escalation and 
Reporting 

 

Innovative 

Advanced 

Intermediate 

Evolving 

Baseline 
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Management can review the institution’s Inherent Risk Profile in relation to its Cybersecurity 
Maturity results for each domain to understand whether they are aligned. The following table 
depicts the relationship between an institution’s Inherent Risk Profile and its domain Maturity 
Levels, as there is no single expected level for an institution. In general, as inherent risk rises, an 
institution’s maturity levels should increase. An institution’s inherent risk profile and maturity 
levels will change over time as threats, vulnerabilities, and operational environments change. 
Thus, management should consider reevaluating the institution’s inherent risk profile and 
cybersecurity maturity periodically and when planned changes can affect its inherent risk profile 
(e.g., launching new products or services, new connections).  

Risk/Maturity 
Relationship 

Inherent Risk Levels 

Least Minimal Moderate Significant Most 
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Ea
ch

 D
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n 

 

Innovative      

Advanced      

Intermediate      

Evolving      

Baseline      

Management can then decide what actions are needed either to affect the inherent risk profile or 
to achieve a desired state of maturity. On an ongoing basis, management may use the 
Assessment to identify changes to the institution’s inherent risk profile when new threats arise or 
when considering changes to the business strategy, such as expanding operations, offering new 
products and services, or entering into new third-party relationships that support critical 
activities. Consequently, management can determine whether additional risk management 
practices or controls are needed to maintain or augment the institution’s cybersecurity maturity. 

Supporting Implementation 
An essential part of implementing the 
Assessment is to validate the institution’s 
process and findings and the effectiveness and 
sufficiency of the plans to address any 
identified weaknesses. The next section 
provides some questions to assist management 
and the board when using the Assessment. 

Cybersecurity Management & 
Oversight 
• What are the potential cyber threats to the 

institution?  
• Is the institution a direct target of attacks? 
• Is the institution’s cybersecurity 

preparedness receiving the appropriate level of time and attention from management and the 
board or an appropriate board committee? 

Assess 
maturity and 
inherent risk 

Identify gaps 
in alignment 

Determine 
desired 
state of 
maturity 

Implement 
plans to  

attain and 
sustain 
maturity 

Reevaluate 
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• Do the institution’s policies and procedures demonstrate management’s commitment to 
sustaining appropriate cybersecurity maturity levels? 

• What is the ongoing process for gathering, monitoring, analyzing, and reporting risks?  
• Who is accountable for assessing and managing the risks posed by changes to the business 

strategy or technology? 
• Are the accountable individuals empowered with the authority to carry out these 

responsibilities? 
• Do the inherent risk profile and cybersecurity maturity levels meet management’s business 

and risk management expectations? If there is misalignment, what are the proposed plans to 
bring them into alignment? 

• How can management and the board, or an appropriate board committee, make this process 
part of the institution’s enterprise-wide governance framework? 

Inherent Risk Profile 
• What is the process for gathering and validating the information for the inherent risk profile 

and cybersecurity maturity? 
• How can management and the board, or an appropriate board committee, support 

improvements to the institution’s process for conducting the Assessment?  
• What do the results of the Assessment mean to the institution as it looks at its overall risk 

profile? 
• What are the institution’s areas of highest inherent risk?  
• Is management updating the institution’s inherent risk profile to reflect changes in activities, 

services, and products? 

Cybersecurity Maturity 
• How effective are the institution’s risk management activities and controls identified in the 

Assessment? 
• Are there more efficient or effective means for attaining or improving the institution’s risk 

management and controls? 
• What third parties does the institution rely on to support critical activities?  
• What is the process to oversee third parties and understand their inherent risks and 

cybersecurity maturity? 
• How does management validate the type and volume of attacks? 
• Is the institution sharing threat information with peers, law enforcement, and critical third 

parties through information-sharing procedures? 

Summary 
FFIEC has developed the Assessment to assist management and the board, or an appropriate 
board committee, in assessing their institution’s cybersecurity preparedness and risk. For more 
information and additional questions to consider, refer to the FFIEC Cybersecurity Assessment 
General Observations on the FFIEC’s Web site. 
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